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PROFILE

With a focus on integrity, expertise, and innovation, we aim to
be your trusted partner in navigating the challenges of today’s

digital and operational landscape.
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WELCOME
MESSAGE

Dear Valued Clients and Partners,

On behalf of the entire SIFTCON team, | want to extend a warm welcome to you. We are honored to
have the opportunity to work alongside you in securing your business, optimizing your operations,
and tackling the complexities of today's digital world.

At SIFTCON, we believe in a future where every organization is equipped to face challenges head-on
with confidence. Our team is committed to providing you with unparalleled expertise, innovative
solutions, and a steadfast partnership every step of the way. Whether it is safeguarding your digital
infrastructure, conducting in-depth forensic investigations, data analysis or providing insightful risk
assessments, we are here to ensure your success.

Thank you for trusting SIFTCON. We look forward to a lasting and successful partnership.
Best regards,

S

Stanly Machote
——— Team Lead | SIFTCON
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At SIFTCON, we are dedicated to providing world-class solutions in cybersecurity, forensic
investigations, business risk management, data analytics, and ICT support. Founded in 2019 with a
mission to empower organizations in the face of ever-evolving challenges, we combine expertise,
integrity, and innovation to safeguard businesses and foster resilience. Our name reflects our
purpose: "SIFT", meaning to examine with great care, and "CON", representing consulting. We
carefully analyze, assess, and address risks to ensure your business remains secure, compliant, and
ready for growth.

A Brief Story About SIFTCON

SIFTCON provides diverse services, including
cybersecurity assessments, vulnerability testing,
forensic audits, data analytics, training, and hi-tech
product support. Trusted by clients across finance,
healthcare, government, and private sectors, SIFTCON
is committed to excellence and professionalism.

At SIFTCON, we don’t just deliver solutions; we build lasting partnerships, helping our clients navigate the complexities of

modern business with confidence. Our forward-thinking approach ensures that we remain at the forefront of industry
trends, empowering you to focus on what matters most—growing your business securely and efficiently.

OUR VISION

OUR MISSION IS TO DELIVER INNOVATIVE SOLUTIONS AND EMPOWERING INSIGHTS THAT SAFEGUARD OUR CLIENTS'

INTERESTS, ENSURE COMPLIANCE, AND ENHANCE OPERATIONAL RESILIENCE IN AN INCREASINGLY DIGITAL WORLD.

OUR VALUES | cisiows cevtnc « coutasonsno
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SERVIGE

We offer comprehensive solutions in cybersecurity,
forensics, risk management, ICT audits, data analytics,
and training.

Cybersecurity Assessments Commercial Forensics

We identify vulnerabilities, mitigate We uncover fraud, detect
risks, and enhance security to irregularities, and provide actionable
protect organizations from evolving insights, ensuring compliance and
cyber threats. safeguarding organizational integrity.
Risk Management Data Analytics
We help organizations identify risks, We empower organizations with
optimize ICT systems, ensure compliance, actionable insights by transforming
and enhance operational efficiency and complex data into meaningful
security. patterns for smarter decisions.

it ek e s &5 T
Training and Development Hi-Tech Product Sales
We empower organizations with We provide advanced technology
specialized training, building skills in solutions, seamless integration, and
| ‘ cybersecurity, forensics, risk reliable support to enhance security and
~p- “": SR e masssses management, and emerging efficiency.
“ SNl | W - technologies
NEEERA . MR | W " R gles.

IPae | L' P 3 » It !
o '
e " Eercon |§Eh“go\#%§

B

A, EESEE NeETETEE b
L NN «Kﬁ‘.ﬁ"fr -




Q SIFTCON FORENSIC SERVICES

SIFTCON www.siftcon.co.za | admin@siftcon.co.za | +27 10 979 0010

Empowering Insights.

CYBERSEGURITY
ASSESSMENTS &
PENETRATION TESTING

Cybercrime and Cyber Breaches are Rising

At SIFTCON, we understand the critical
importance of securing your digital assets in an
ever-evolving threat landscape. Our
Cybersecurity Assessments and Penetration
Testing services are designed to identify
vulnerabilities, assess risks, and provide
actionable solutions to fortify your organization's
defenses.

We help you meet regulatory and industry compliance
standards by delivering detailed, easy-to-understand
reports with findings, risks, and remediation strategies

—

OUR APPROACH

Comprehensive Security
Assessments:

We evaluate your IT infrastructure,
applications, and network to identify
weaknesses that could be exploited by
malicious actors. This includes analyzing
security policies, configurations, and
compliance with industry standards.

Penetration Testing
(Pen Testing):

Our certified ethical hackers simulate
real-world cyberattacks to uncover
vulnerabilities in your systems. From
external threats to internal risks, we test
every layer of your digital environment
to ensure comprehensive protection.

Risk Prioritization and
Mitigation:

After identifying vulnerabilities, we
prioritize risks based on their impact and
likelihood. Our team provides tailored
recommendations and actionable
insights to strengthen your security
posture.

SIFTCON | Empowering Insights




Q SIFTCON FORENSIC SERVICES

SIFTCON  www.siftcon.co.za | admin@siftcon.co.za | +27 10 979 0010

Empowering Insights.

o
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INVESTIGATIONS ~  proney

Prevention
- .= We help identify fraudulent activities
Cybercrime and Cyber Breaches are Rising and implement preventive measures to
safeguard your organization’s assets.
At SIFTCON, we specialize in uncovering the Financial Forensic Analysis
truth with precision, integrity, and e T
8 falR R 3 financial records to detect irregularities
confidentiality. Our Forensic Audits & and ensure compliance with industry
Investigations service is designed to help standards.
organizations detect, investigate, and resolve Digital Forensics
financial irregularities, fraud, misconduct, and We offer advanced technology to retrieve,
b h f [ l analyze, and present digital evidence for
reacnes or poliCy or Law. legal and internal investigations.
We combine cutting-edge forensic tools with Litigation Support
deep expertise to conduct comprehensive audits We provide expert testimony and
) : . . 0190 id -based
that identify hidden risks and vulnerabilities. e ohbr > oo SUPROTEYOUr
Whether it’s tracing financial discrepancies, analyzing Risk Mitigation Strategies
tllyl_tal ewdgnqe. or investigating corporate fraud, we deliver e develop tailoredsolutions toreduce
actionable insights that support legal, regulatory, and the likelihood of future incidents and
s"alegic 0““}0“]88 enhance organizational resilience.

SIFTCON | Empowering Insights
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BUSINESS RISK & e
PROBITY ADVISORY ~ [==c

We develop and implement comprehensive

H al frameworks to identify, assess, and manage
cvnerc"me a“u cvner Breaches are I“Sl“g risks across your organization.
Compliance & Regulatory
At SIFTCON, we understand that navigating Support
today’s complex business environment requires Ensure adherence to industry
0 0 9 0 0 0 standards, laws, and regulations to
more than just identifying risks—it demands minimize legal and operational risks.
proactive management and ethical oversight. Strategic Risk Assessment
Our Business Risk & Probity Advisory services Evaluate risks related to strategic
9 Q q objectives and help align business
are designed to help organizations strengthen S e s v
their resilience, enhance decision-making, and Operational Risk Management
ensure transparency in all Operations. Address risks in processes, systems, and
people to improve efficiency and reduce
disruptions.
Pl’ﬂmtv n(Wism'v Crisis Management and

Business Continuity Planning

Ensure integrity and fairness in decision-making processes, including _
procurement, tenders, and governance. prepare for unforeseen events with

tailored strategies to ensure resilience
and swift recovery.

SIFTCON | Empowering Insights
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cn“nr" & o OUR II;T AUDITING &

CONSULTATION SERVIGES

(MSP) Solutions

Delivering proactive IT support and
maintenance to ensure seamless

At SIFTCON, our ICT Auditing & Consultation °p:ra“°”s'

. . . . Infrastructure and System
services are designed to help organizations Audite aetu y
optimize their IT infrastructure, enhance 4 ,

. L. . . Comprehensive evaluation of IT
operational efficiency, and align technology with infrastructure, including hardware,

. Q 9 . ft , and network ts.
business objectives. By focusing on performance, o TS, SRS NSO COmPOnEns
compliance, and strategic alignment, we empower _, N

. N . Reviewing IT policies and processes to
your organization to fully leverage its technology ensure they align with industry standards
investments and regulatory requirements.

We are committed to transforming your IT environment into a
strategic asset that drives growth and innovation. Let us :
. . . Assessing system performance to
help you streamline your operations and achieve your identify bottlenecks and implement
= - - - - h ts.
business objectives with confidence. STERCETEn®

IT Governance and Compliance

Performance and Resource
Optimization

Data Management and

Strategic IT Consultation Backup Reviews

Ensuring data accuracy, reliability, and
accessibility through effective data
management practices

* We provide expert advice on IT planning, investments, and digital transformation
initiatives.
¢ Helping businesses adopt emerging technologies to stay competitive.

SIFTCON | Empowering Insights
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DATA ANALYTICS Y SERVCE

Business Intelligence and
Reporting

Transform raw data into intuitive
dashboards and reports that provide a

At SIFTCON, we harness the power of data to unlock

insights, drive informed decision-making, and enhance clear view of your organization’s
. .. . . performance.
operational efficiency. Our Data Analytics services
empower organizations to make sense of their data, Predictive Analytics
transforming raw information into actionable strategies Use historical data and machine learning

models to forecast trends, customer

that foster growth and innovation. behavior, and potential risks.

IIlIr I\llllroal:ll Process Optimization

We combine advanced analytical tools with industry Identify inefficiencies in workflows and
f a e recommend data-driven strategies to

exnenlse m extract meanmg"." Insmllls 'rom commex enhance productivity and reduce costs.

datasets. Whether it's improving processes, identifying Fraud Detection and
trends, or predicting future outcomes, we help you leverage Prevention
dala asa s"aleglc assel Analyze patterns and anomalies in data

to uncover fraudulent activities and
safeguard your organization.

With SIFTCON's Data Analytics SEIVICES, YOU CaN  Bioicieiiadass
move beyond intuition and make decisions with  RkdRsass

confidence, backed by data that drives SUCCESS.  JHiraRasm .
Let us help you turn information into innovation. EEEEEISEE AT

SIFTCON | Empowering Insights
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TRAINING AND
DEVELOPMENT

At SIFTCON, we are passionate about empowering
individuals and organizations through comprehensive
Training and Development programs. Designed to
address the evolving challenges of today’s dynamic
landscape, our training solutions ensure your team is
equipped with the knowledge and skills needed to
excel in their roles and drive organizational success.

Our Approach

We combine expert instruction with practical, real-world
scenarios to deliver impactful training programs. From
cybersecurity to leadership, our courses are tailored to
meet the unique needs of your organization, fostering
growth and resilience.

SIFTCON | Empowering Insights

KEY TRAINING SERVICES

Cybersecurity Training

Equip your team with the skills to
identify, prevent, and respond to cyber
threats effectively.

Forensic Investigations and
Audits

Learn advanced techniques in detecting
and managing fraud, misconduct, and
regulatory compliance breaches.

Risk Management Workshops
Understand risk assessment, mitigation
strategies, and best practices to build a
resilient organization.

Data Analytics Training
Develop expertise in using data-driven

insights for better decision-making and
process optimization.

Leadership and Soft Skills
Development

Enhance communication, teamwork, and
leadership capabilities to foster a
productive and engaged workforce.
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At SIFTCON, we offer a diverse range of cutting-edge
products designed to meet your organization’s
technology and security needs. Our portfolio

includes advanced software solutions, robust

hardware systems, and specialized tools that drive
productivity, enhance collaboration, and strengthen

your cybersecurity posture.

Our Portfolio Includes:

Software Solutions

Our software products are designed to streamline
operations, enhance decision-making, and secure your
digital environment.

Cybersecurity Software: Advanced solutions for threat
detection, endpoint protection, and vulnerability
management.

Data Analytics Tools: Platforms for business intelligence,
predictive analytics, and real-time reporting.

Enterprise Resource Planning (ERP): Integrated systems
for managing business processes and operations
efficiently.

Hardware Products

We provide reliable and high-performance hardware to support your
organizational infrastructure.

Servers and Storage: Scalable systems for data management and secure storage.
Networking Equipment: Switches, routers, and access points for seamless
connectivity.

Laptops and Workstations: Cutting-edge devices to boost employee productivity.

= | o Mee(mgbour(i i

¥ | smartlecten - | I
D S
\ il
\

= k .
8 Meeting kit

Smart Boards

Enhance collaboration and engagement with our interactive Smart
Boards, ideal for modern workspaces and educational institutions.
Key Features:

e Multi-touch functionality for seamless interaction.

e High-resolution displays for crystal-clear visuals.

e Built-in collaboration tools for real-time sharing and brainstorming.
Applications:

e Corporate presentations and meetings.

e Training sessions and workshops.

e Educational settings for interactive teaching. e«
— LA

_ e ~____ Firewalls and Cybersecurity Hardware
oara “mmwm ‘ ; : ‘WWIIIR:; i

Protect your organization with our robust firewall solutions
and security devices.

Next-Generation Firewalls (NGFW): Comprehensive threat
protection, including intrusion prevention, malware blocking,
and application control.

Unified Threat Management (UTM): All-in-one solutions for
small to medium-sized businesses.

VPN Gateways: Secure remote access for employees working
from anywhere.

SIFTCON | Empowering Insights
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OUR PROJEGTS & GLIENTS

Siftcon has effectively delivered over 25 projects in various sectors,
serving clients such as government agencies, financial institutions,
healthcare organizations, and corporate entities. The following are
some of our projects and clients:

Forensic
Investigation
Case Study

its securi to May 2023,

Project Value R350K

Gateway Airports Authority Limited (GAAL) Aﬁ

From June to Novemebr 2020, our team conducted a comprehensive digital forensic investigation at
Gateway Airports Authority Limited (GAAL). The project aimed to uncover potential security breaches,

unauthorized access, and data vulnerabilities within GAAL's digital infrastructure. Through meticulous
analysis of electronic devices, data logs, and network activity, we identified critical insights and provided

recommendations to enhance GAAL's cybersecurity defenses. Our findings enabled GAAL to strengthen

GATEWAY AIRPORTS AUTHORITY LIMITED

success Rate 95%

ICT Audit &

African Regional Intellectual Property
Organization (ARIPO)

From November 2022 to May 2023, Siftcon conducted an extensive ICT audit at the African Regional
Intellectual Property Organization (ARIPO). The audit encompassed a comprehensive review of

TD PenTest ARIPO's information and communication technology systems, processes, and security protocols.
ARI PO Siftcon's assessment provided ARIPO with valuable insights and recommendations to enhance its ICT
‘ el Croan el rgt Case Study infrastructure and ensure the integrity and security of its intellectual property assets.

’

Project Value $27K Success Rate 98,99%

Data
Analysis
Case Study

management within the provincial treasury.

of financial and operational data to support strategic decision-making and improve fiscal

Eastern Cape Provincial Treasury (ECPT)

Between May 2023 and November 2023, Siftcon conducted a thorough data analysis project for the 3 % Province of the

Eastern Cape Provincial Treasury (ECPT). This initiative involved the examination and interpretation Vel ' { EASTERN CAPE

PROVINCIAL TREASURY

Project Value R2,5M Success Rate 96,43%

basic education

Due

Department of Basic Education (DBE)

From October 2023 to March 2024, Siftcon undertook a due diligence audit project

—— Dlllgence commissioned by the Department of Basic Education (DBE). The objective was to
epartment: . P ] ; !
Bacio Education Audit ensure accurate invoice payments by the department to its service providers.
REPUBLIC OF SOUTH AFRICA

Case Study

Project Value R250K Success Rate 99%,

-

NATIONAL HOME BUILDERS

OHSC

Office of Health Standards Compliance REGISTRATION COUNCIL

Ensuring quality and safety in health care

TSHWANE

ECONOMIC DEVELOPMENT

\_

o i
1
SESFIKILE CAPITAL k—‘

Property Investments CITY OF

TSHWANE

IGNITING EXCELLENCE

GAMBLING
AUTHORITY J

The Chemical People

SIFTCON | Empowering Insights
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At SIFTCON, we are proud to collaborate with a network of trusted partners and governing bodies that
enhance the quality and credibility of our services. Our partnerships include leading technology
providers, cybersecurity firms, and industry experts, enabling us to deliver cutting-edge solutions and
stay ahead of emerging trends. We are also aligned with recognized governing bodies that uphold the
highest standards of professionalism, ethics, and compliance in our field. These affiliations ensure that
our practices meet global benchmarks, providing our clients with confidence in the integrity and

effectiveness of our services. Together with our partners and governing bodies, we are committed to
driving innovation, excellence, and security for the organizations we serve.

f Institute of Commercial
IC p Forensic Practitioners ﬁ
Recognised. Respected. Regulated. ’ ’
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The Institute of Risk Management
SOUTH AFRICA

FOR BUSINESS ACCOUNTANTS

Chartered Institute of Management Accountants

Association of Certified Fraud Examiners South Africa Chapter
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Siftcon Forensic Services
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ACFE SA

January 2025 — July 2025
With all rights and privileges under the Bylaws of the ACFE SA Chapter
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Len Coetzee, CFE
ACFE SA President
08 January 2025

| ERAMIND = reseeies™

Jaco De Jager, CFE
ACFE SA CEO
08 January 2025

[P]

SOPHOS

Authorized Partner

Kaspersky
mCERTIFICATE Unlted Partner Program
T e g SIFTCON FORENSIC
Gans mesurusof €5€aN Authorized Partner KS'_’:"M:””“’_”: ) SERVICES (PTY) LTD
% Siftcon Forensic Services (Pty) Ltd o Africa Kaspersky A.ﬁﬁl.ﬂiﬁ?iﬁ ervices

Registered Partner

ht,EUL

ol Kaspersky products

April 2023 - May 2024
AUTHORIZED PARTNER

The partner is hereby granted the use of the above authorized logo and other marketing support materials.

220 ¢ i SOPHOS

Kris Hagerman, Sophos CEQ Partner Program

[— lkaspersky
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(OUR TEAM LEADERS

At SIFTCON, we are driven by a team of dedicated and highly skilled leaders who
bring diverse expertise and a shared commitment to excellence. Our leadership
team is at the core of our operations, guiding our vision, strategy, and ensuring
that we consistently deliver high-quality services to our clients.

2
74

Stanly Machote
Team Lead & CEO

Nolwazi Mbutse
Director & Chief QA Officer

Manuela De Cruz Chadrique Marko Muhumbe Onako Zinzi Gobo

Head of Data Analytics Chief Operations Officer SFiSigess Devglopment
Executive

SIFTCON | Empowering Insights
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@ Head Office Address & Telephone ¢ Wehsite

3 Waterfored Place, Kleve Hill Pk +27 10 979 0010 www.siftcon.co.za

Paulshof, Sandton, JHB, South Africa

©  East London Office Regional Office
EASTERN CAPE: 1 - 3 Cavendish Road, Vincent, 5th Floor Kopje Plaza, NetOne Building
East London, 5247, South Africa Jason Moyo Avenue, Harare, Zimbabwe
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